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INTRODUCTION

This document describes the configuration of SK web certificates on Windows 2012 R2 server.
In essence, a certificate request must be made to SK and the returned certificate must be
bound to the desired website. The web server platform is IIS 8 for Windows Server 2012 R2 in
these instructions. We examine how actions can be performed over a graphical user interface.

We address web server certificates issued from the "EE Certification Centre Root CA" / "KLASS3-
SK 2010" level. (Test environment certificates are used in the demo.)

CREATING A CERTIFICATE REQUEST

In order to make a certificate request, the first step is to generate the request file (Certificate
Service Request or CSR) using IS server, which must be sent to SK.

Open IIS Manager to create the certificate request file and select the desired web server. In
the details window, double-click on "Server Certificates”.

d5 Internet Information Services (IIS) Manager =-|0 -

@ [ 83 » wsao2r2 » |@l = 5 @ -
File View Help

r Y UQ' WS2012R2 Home po—

.- Start Page = =

i Filter: - Go z1 Show All | Group by: A - |25~ Manage Server
-85 WS2012R2 (KAHEKSA\urmas s il Pres * Rt
© ) Application Pools 15 . ~ " '
b-(8] Sites i 3 = Fg 5
r;\?‘ ‘}i @ L, <‘F_1 = @ Stop
Authentic.. Compression  Default Directory  Error Pages Handler HTTP View Application Pools
Document  Browsing Mappings Respon... =
iew
- - o o - q o
[ =i -E&n e = & Get New Web Platform
1 g = 3 Ly
lH it A i = R Ay O Compan
Logging  MIME Types  Modules Qutput Request Server Worker =
Caching Filtering  { Certificates | Processes @ Help
Management -
0 &
Configurat... Feature Shared

Editor Delegation Configurat...

< [ > . - Content View

Readly g

In the new window, we see all the certificates attributed to the server and used by IIS. If we
want to create a new certificate request file, we must click the button "Create Certificate
Request...." in the menu on the right:
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Internet Information Services (11S) Manager

&
@4' | &5 » ws2012R2 »

File View Help
Connections

€ - [
.6 Start Page

-85 WS2012R2 (KAHEKSA\urmas)
.|} Application Pools

Q;' Server Certificates

configured for S55L.

b (8] Sites Filter: - Go
Name - Issued To
W52012R2.Kaheksa.X]
< m
< [ 5| [ Features View |i7%) Content View
Ready

Use this feature to request and manage certificates that the Web server can use with websites

'z Show All | Group by Ne Grouping h

Import...

Create Certificate Request...
Complete Certificate Request...

Create Domain Certificate...

Issued By E Create Self-Signed Certificate...
Kaheksa X1 2012 1 Enable Automatic Rebind of
Renewed Certificate
\@" Help
>

&

In a new window, a list of certificate properties must be defined:

Request Certificate

i.i': Distinguished Name Properties

i

official names and they cannot contain abbreviations,

Specify the required information for the certificate. State/province and City/locality must be specified as

Commen name: |WSZDWER21KahEksa‘X\
Organization: |Kaheksa Xl
Organizational unit: DEV

City/locality EST

State/province: EST

Country/region: |EE

L =

Cancel

It is important to make sure the "Common Name" field corresponds to the web server address.
In our example it contains WS2012R2V.Kaheksa.Xl, meaning that we will later contact the

website https://WS2012R2.Kaheksa. Xl

Moving on, CSP and bit length should be selected. Bit length should be set at 2048!



https://ws2012r2.kaheksa.xi/
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Cryptographic Service Provider Properties

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate’s encryption strength. The greater the bit length, the strenger the security, However, a greater bit
length may decrease performance.

Cryptographic service provider:

|Microsm‘t RSA SChannel Cryptographic Provider v

Bit length:

w

| Previous || MNext | | Finish | | Cancel

Figure 4 - adjusting certificate properties

As the last step, the name and location of the output file should be set:

File Name

Specify the file name for the certificate request. This information can be sent to a certification autherity for
signing.

Specify a file name for the certificate request:

|G\ Temp\SKCR b | E

[ eeviouss | wec [ Fnish || Cancel

Figure 5 - saving the CSR

Now we have created a certificate request file that looks similar to below in text editor:




File Edit Format View Help
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£ SKCR - Notepad - | o %

————— BEGIN MEW CERTIFICATE REQUEST-----
MITEXFCCABYCAQAWa]ELMAKGALIUEBRMCRUUXDDAKEgNVEAgMABVTVDEMMACGALUE
BrwDRVNUMRMWEQYDVQQKDARLYWh 1a3NhIFh IMQwwC g YDVQQLDANERVY xHDAa BV
BAMME1dTMjAxM1IyLkthaGVrc2EulEkwggEiMABGCSqGSIb3DQEBAQUAAATBDwiw
ggEKAIBAQCATs1YUi0sK1gN8Kqw)7YRPBGDzmx JELICE1tDpadybRIBBmnSNIILE
hoZIuKrllK9h5dsojV2r5z//3LpVtUb75ek9i1+hGpiFXWRZIngie/ X/ mAGDzZXw]
xIbQMnrehKikmzkrFXrYP /9W65c1cRyhlpfpPpZQHerHyR] / IvYGAuloRA/ 2NFUC
wQkG1IBwSqI2VFfeXFkeYbNDC/iCZtB0framBeDC1xKE3QMBLxImeEZpPUelk@Y4
Aivr60BCXsxodkqS54mZ0SzvghFwZH14G]ssPZhvNISFxSvAt7FhvGACIiiID3w8Zy
Li867bMagUDitl/ZnwcXfggxgVz /UKCzAgMBAAGEggGtMBoGCisGAQQBg] cNAghx
DEYKNidyLjkyMDAUMBIBgkrBgEEAYIIFRQxPDAGAZEFDEBNXUzIWMTISMi5LY W1
a3NhL1hIDBNLQUAFSINEXHVybWF zLnZhbmV DAL IbmVETWdy LmVAZTByBgorBgEE
AYI3DQICMWQWYgIBARSaAEBAaQBjAHIAbWEZAGBAZ gBOACAAUgBTAEEATABTAEMA
alBhAGAAbgE 1AGWATABDAHIAeQBWAHQADWENAHIAY(QBwAGZAaQB JACAAUABYAGEA
dgBpAGQAZQBY AMwEAMIHPEgkqhkiGIwBBCQdxgc EwgbdwDgYDVROPAQH /BAQDAS Tw
MBMGALUIQQMMACGCCsGAQUF BwMBMHEGC5qGSIb3DQEIDwR rMakwDgY IKoZThvell
AwICAgCAMAAGCCqGSIb3DQMEASTADALBglghkgBZQMEASowCwY JYIZ TAWUDBAEL
MASGCWCGSAFLAWQBAALBglghkgBZ QMEAQUWEWY FKwADAg cwCgYIKoZ ThvcNAwow
HQYDVREOBEYEFPje@F4sROuySvLsm3mlVY5cvzz IMABGCS5qG5Ib3DQEBBQUAAATE
AQCc/hjbEJvIheHB55FivSol+30xAQrh2 FmYFtvADGntBmr /VSY /9BkImHIXzNH
cXFIU7XAwinDQZHmmS1ajwdYAL6IJUHPTYDFgsZ/LjFpdlcdyS]477aH5jDE9PPH
mXwj SKKAnmct 9FxKTt7QY1gz5jec2TT5pZoBgnCASfcjzgmURASNSBxYu /KuCrY
dkmuxwPHORXXLHKE dwe s § g 1WNUXovwHP SmDUy 1 1Y /FEDbvE/ Zbs T+eEtPqIWkY
18tIqov0z2E11CE2Wg/ /or76hP+eeudmQcEXoHTEbIM/OkGID]jB22E+22915(Q55
205K Fdpc InZKBhr@I8+fm]Rm

————— END MEW CERTIFICATE REQUEST-----

ORDER

The CSR or certificate request file generated
prepared/uploaded on SK's
certificates/?service/webserver_ssl'.

website

in the previous chapter must be
https://sk.ee/en/services/ssl-

SK will then respond with a certificate that looks like this:

= | .
General | Detals | Certification Path

A Certificate Certificate

General | Details | Certification Path

- 5

Certificate

General | Details | Certification Path

Certification path
[l TEST of EE Certfication Centre Root CA

§ Certificate Information
Field Value

[E]version v3

This certificate is intended for the following purpase(s):

~ +{[55] TEST of KLASS3-5K 2010

B3] 1/520 1202 Kaheksa ]

[ |serial mumber
Dsmnawa algorithm
[=]signature hash gorithm
(=] rssuer

[=]vald from

[E]valid to

[ |subject

« Ensures the identity of a remote computer

*Refer to the certification authority's statement for details.

le be 38 29 52 53 30 &€ 56 44...
sha2S6RSA

sha256

TEST of KLASS3-5K 2010, Sert...
12, november 2015 13:41:04
12, november 2018 13:41:04
WS2012R2 Kaheksa x|, DEV, ... |+

Issued to: WS52012R2 Kaheksa.x!

Tssued by: TEST of KLASS3-5K 2010

valid from 12,11.2015 to 12.11.2018

Install Certificate. .. | | Issuer Statement Edit

Certificate status:

F‘ms certificate is OK,

Properties... Copy to File...

_DK _DK

Note that this certificate is issued to the we

bsite that we described in the request as Common

Name - WS2012R2.Kaheksa.Xl. We also see that the certificate is issued from the level "TEST of

' Web server certificates are issued to clients whose domain names and/or addresses are

registered in the relevant public databases.
for-use-of-certificates/

Also see https://sk.ee/en/repository/conditions-



https://sk.ee/en/services/ssl-certificates/?service/webserver_ssl
https://sk.ee/en/services/ssl-certificates/?service/webserver_ssl
https://sk.ee/en/repository/conditions-for-use-of-certificates/
https://sk.ee/en/repository/conditions-for-use-of-certificates/
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KLASS3-SK 2010", which in turn is issued from level "TEST of EE Certification Centre Root CA". In
real life we obviously are dealing with actual and not test certificates and the certificate
names are "EE Certification Centre Root CA" and "KLASS3-SK 2010".

CERTIFICATE INSTALLATION
Preparation

In order for the web solution to function as expected, intermediate and root certificates must
be published in the respective containers of IIS server:

1) The root certificate container is "Trusted Root Certification Authorities” and in case of
Estonian-language Windows "Usaldusvaarsed juursertimiskeskused".

2) The intermediate certificate container is "Intermediate Certification Authorities” and
in case of Estonian-language Windows "Kesktaseme sertimiskeskused”.

These certificates can be downloaded from SK's website at https://sk.ee/en/repository/certs/:

1) Root certificate "EE Certification Centre Root CA" -

2) Intermediate certificate "KLASS3-SK 2010"
2

NON-DOMAIN ENVIRONMENT

In case of a non-domain environment, i.e. non-domain IIS servers, we add certificates using
either management console, web browser or command line. In this case we will examine
certificate management using management console.

Standalone IS servers, management console
1) We run mmc.exe on IIS server with local administrator's permissions.

2) In the new window, click Ctrl+M3, the snap-ins management window will open, select
Certificates and click Add or "Lisa" if your version is in Estonian, thereafter select
"Computer Account” and click Next or "Edasi":

ZIf an existing web certificate is issued via another intermediate level, that other intermediate
level must obviously be published. See the issued certificate chain to ascertain correct
certificate selection.
3 Add Remove Snap-in



https://sk.ee/en/repository/certs/
https://sk.ee/upload/files/EE_Certification_Centre_Root_CA.pem.crt
https://sk.ee/upload/files/KLASS3-SK_2010_EECCRCA_SHA384.pem.crt
https://sk.ee/upload/files/KLASS3-SK_2010_EECCRCA_SHA384.pem.crt
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= Consolel - [Console Root] HEIL‘

File Action View Favorites Window Help !En
@ [E = B=
7 Console Root [ Name |[ Actions
Add or Remaove Snap-ins \L‘

‘You can select snap-ins for this consale from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor ~ _| Console Root Edit Extensions. ..
=" ActiveX Control Microsoft Cor...
[T suthorization Manager  Microsaft Cor.. Remove
I::E\*‘Certiﬁcabes Microsoft Cor... Certificates snap-in

s Component Services Microsoft Cor...

é‘ Computer Managem... Microsoft Cor...
Thig enap-in will always manage cerficates for:

=g Device Manager Microsoft Cor...

=7 Disk Management Microsoft and. .. () My user account

E Event Viewer Microsoft Cor... ) Service accourt
I Felder Microsoft Cor... _

(®) Computer account
_=[ Group Policy Object ... Microsoft Cor... e

.';"Inhernet Informatio... Microsoft Cor...
.g 1P Security Monitor Microsoft Cor...
.g IP Security Policy M...  Microsoft Cor...
“2Link to Web Address  Microsoft Cor...

Description:

The Certificates snap-in allows you to browse th

< Back Next =

3) In the next window, "Local Computer” should remain selected if we are managing the
same computer and click Finish or "Valmis", once again click OK to close the snap-in
management window.

Select Computer -

Select the computer you want this snap-in to manage.
This snap-n will always manage:

(®) Local computer: tthe computer this console is running on)

() Another computer: Brows

1]

[] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

<Back || Fnsh | [ Cancel

4) Open console root and browse to the Trusted Root Certification Authorities
certificates. Check if the "EE Certification Centre Root CA" certificate exists. If not, add

4 Trusted Root Certification Authorities




the necessary certificate using the import command
certificate,

next section).

W10-x64 on WANNEMA - Virtual Machine Connection

File Action Media Clipboard View Help

@

@Ok

5| xnm@ Al H =

Konsooll - [Konsooli juut\Certificates (Local Computer) j

Fail Toiming Vaade Lemmikud Aken Spikker

ised\Certificates]

| Konsoali juur
~ Gl Certificates (Local Computer)
| Isiklikc
~ [ Usaldusvadrsed juursertimiskeskusq
| Certificates
| Ettevitte usaldusvaarsus
~| Kesktaseme sertimiskeskused
7| Usaldusvaarsed valjaandjed
7| Mitteusaldusvaarsed serdid _——
Muude tootjate juursertimiskeskus)
| Usaldusvaarsed inimesed
| Kliendi autentimise valjastajad
| Eelvaateversiooni juured
| Teised inimesed
“| Remote Desktop
7| Serdi registreerimise taotlused
7| Usaldatavad kiipkaardi juurkeskuse
7| SMs
7| Trusted Devices

_| Windows Live ID Token lssuer

5) Open console root and browse to the

Issued To

5l AddTrust Extemal CA Root

[ Baltimore CyberTrust Root

551 Class 3 Public Primary Certification Authority
55l Copyright (<) 1987 Microsoft Corp.
5IDigiCert Global Root CA

[5IDigiCert High Assurance EV Root CA

[S5JEE Certification Centre Root CA  ——_
[l Equifax Secure Certificate Authority

I3/ GTE CyberTrust Global Roat

Slluur-sk

5lKuus Universe CA

gl Microsoft Authenticode(tm) Root Autherity
g Microsoft Root Authority

[ Microsoft Root Certificate Authority

[/ Microsoft Root Certificate Authority 2010
5l Microsoft Root Certificate Authority 2011
3/NO LIABILITY ACCEPTED, ()97 VeriSign, Inc.
l0ctoX CANG

Issued By

AddTrust External CA Raot

Battimore CyberTrust Root

Class 3 Public Primary Certification Authority
Copyright (<) 1997 Micrasoft Corp.

DigiCert Global Root CA

DigiCert High Assurance EV Root CA

EE Certification Centre Root CA

Equifax Secure Certificate Authority

GTE CyberTrust Global Root

Juur-SK

Kuus Universe CA

Microsoft Authenticode(tm) Roct Authority
Microsoft Root Authority

Microsoft Root Certificate Authority
Microsoft Root Certificate Authority 2010
Microsoft Root Certificate Authority 2011
NO LIABILITY ACCEPTED, ()97 VeriSign, Inc.
OctoX CA NG
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(see adding intermediate

Intermediate Certification Authorities >

certificates. Add certificate "KLASS3-SK 2010" using the Import command:

=3 Console1 - [Console Root\Certificates (Local Computer)\Intermediate Certification Authorities\Certificates

[@ File Action View Favorites Window Help

a = H

“| Trusted Devices
“| Web Hosting

| Console Root Issued To
4 (5 Certificates (Local Computer) hlKaheksa X1
b [ Personal [SKaheksa X1 2012
4 [ Trusted Root Certification Authorities 3 Kaheksa X1 2012
| Certificates E5JKuus Enterprise CA
| Enterprise Trust hlKuus Universe CA
4 [ Intermediate Certification Authorities -
] Certficate Revocation List = JRoot Agency
Cifizata f
b T AllTasks ’
» Oy View »
p ET
New Window from Here
p T
b Eq New Taskpad View...
PR Refresh
=5
=P port List...
ps Help
3
3

3l Microsoft Windows Hardware .. Microsoft Root Authority

AITEST of KLASS3-5K 2010
Silwwwverisign.com/CPS Incorp.... Class 3 Public Primary Ce

Issued By
Kuus Universe CA
Kuus Universe CA
Kuus Universe CA
Kuus Universe CA

Kuus Universe CA

Root Agency
TEST of EE Certification

’Intermediate Certification Authorities
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File to Import
Specify the file you want to import.

File name:
c:\u;ers\urmas.vanam\mwnlnadsvussa—s&mm,Ec::Rca.der| [ Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P78)
Microsoft Serialized Certificate Store (.55T)

Figure 11 - certificate selection

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can autematically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certficate store:
[Intermediste Certfication Authorites | [ promse...

Figure 12 - store selection

View Favorites Window Help

& B XE B
[ Console Root Issued To - Issued By Expir|| Ac
4 [ Certificates (Local Computer) [SlKaheksa X1 Kuus Universe CA 13.04
b [ Personal L3l Kaheksa X1 2012 Kuus Universe CA 281
4 [ Trusted Root Certification Authorities Kuus Universe CA 12.0¢
[ Certificates [¢ EE Certification

(] Enterprise Trust Mfcrprise CA Kuus Universe Th——wo____/ 12
4 [ Intermediate Certification Authorities

! [Kuus Universe CA Kuus Universe CA 1204

g EE::"?: Revocation List [Microsoft Windows Hardware .. Microsoft Raot Authority 3114
ertficates

b T [Root Agency Root Agency .01,

[5ITEST of KLASS3-5K 2010 TEST of EE Certification Centre Ro... 2102

I [ Untrusted Certificates.

b | Third-Party Root Certification Authorities
I [ Trusted People

b [ Client Authentication lssuers.

I [] Remote Desktop

b |7 Certificate Enrollment Requests

I || Smart Card Trusted Roots

b [ SMs

b [ Trusted Devices

b (] Web Hosting

[l wnw.verisign.com/CPS Incorp.... Class 3 Public Primary Certificatio..  25.1(

Figure 13 - results

If you see certificate "KLASS3-SK 2010" issued by "EE Certification Centre Root CA" in the list on
the right, you have done everything correctly.
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WINDOWS DOMAIN ENVIRONMENT

You can skip this section if you don't wish to manage your web servers using centralised policies
and the method described in the previous section works well.

In Windows domain environment, if we have more IS servers, we recommend root and
intermediate certificates to be published to respective servers using "Group Policy™’:

File Action View Help

@ = ,-;|j [ [z H &

1) Launch Group Policy Management console and select the policy that will be used for

managing IS server certificates, right-click it and select Edit. The policy management
window will open. Select "Computer Configuration/Policies/Windows Settings/Security
Settings/Public Key Policies/Trusted Root Certification Authorities” and right-click it,
from the right-click menu select Import and import the
"EE Certification Centre Root CA" certificate like described above for single computer
root certificate import.

Group Policy Management Editor IL‘E-

<

e

b o Account Policies Issued To Issued By
b & Local Policies LERIEE Certification Centre Root CA  EE Certification Centre Root CA
b & Eventlog
p 4 Restricted Groups
I» [ System Services
I» L4 Registry
b 4 File System
b faf Wired Network (IEEE 802.3) Policies
I [ Windows Firewall with Advanced Security
| Metwork List Manager Policies
[ =-_..m Wireless Network (IEEE 802.11) Policies
4[] Public Key Policies
| Encrypting File System

>

| Data Protection

1 BitLocker Drive Encryption

1 BitLocker Drive Encryption Network Unlock
|| Automatic Certificate Request Settings

_ Trusted Root Certification Authorities

| Enterprise Trust

| Intermediate Certification Authorities

1| Trusted Publishers

| Untrusted Certificates

7| Trusted People

I» [ Software Restriction Policies ~
m > < m >

Trusted Root Certification Authorities store contains 1 certificate.

2) Launch Group Policy Management console and select the policy that will be used for

managing IS server certificates, right-click it and select Edit. The policy management
window will open. Select "Computer Configuration/Policies/Windows Settings/Security
Settings/Public Key Policies/Intermediate Certification Authorities” and right-click it,
from the right-click menu select Import and import the "KLASS3-SK 2010" certificate
like described above for single computer intermediate certificate import.

®In case of a single server, the "manual” approach is also fine, as described in the previous
section.
7'It is also not a problem if such certificates are published to all AD clients.

10
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1= Group Policy Management Editor ILIE-
File Action View Help
L EREIEEEIN  Ka:

b 5 Account Policies ) = Issued To - T lssued Byr )

b i Local Policies o/ KLASS3-5K 2010 EE Certification Centre Root CA
b L Eventlog
I [4 Restricted Groups
b (& System Services
b [ Registry
b [ File System
[ ii: Wired Network (IEEE 802.3) Policies
I | Windows Firewall with Advanced Security
| Metwork List Manager Policies

3 ;m‘_' Wireless Network (IEEE 802.11) Palicies
4 (| Public Key Pelicies

| Encrypting File System

_| Data Protection
BitLocker Drive Encryption
BitLocker Drive Encryption Network Unlock
Automatic Certificate Request Settings
Trusted Root Certification Authorities
Enterprise Trust

Intermediate Certification Authorities
Trusted Publishers

_| Untrusted Certificates

_| Trusted Pecple

| Software Restriction Policies M
< m > < mn >

Intermediate Certification Authorities store contains 1 certificate,

[IS SERVER CONFIGURATION IF CLIENT CERTIFICATE DOES NOT HAVE A
COMPLETE CHAIN.

Starting from ID-card software version 3.10, a complete chain is no longer created for client
certificates. Therefore, the default configuration no longer offers IIS service SK certificates to
users. If we want to support a situation where the complete chain is not defined on the client
side, we must make the following change to IIS server's registry: add to the key
HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL =~ DWORD the entry
SendTrustedlssuerList with the value 0 :

i Registry Editor = [ -

File Edit View Favorites Help

b - SafeBoot ||| Name Type Data

|| ScEvents ab| (Default) REG_SZ (value not set)
b - e ScsiPort #e|EventLogging REG_DWORD (00000001 (1)
- |l SecureBoot REG_DWORD  0x00000000 (0)
I~ | SecurePipeServers

J SecurityProviders

) SaslProfiles

. SCHANMEL

----- . Ciphers ™
> < m >

<

Cormputer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControl5et\ Control\SecurityProviders\ SCHANMNEL

CLIENT CONFIGURATION

Clients must trust "EE Certification Centre Root CA" certificate, maintaining it in its "Trusted
Root Certificates” store, depending on the final certificate in use. Trust occurs automatically in
Windows operating systems because the "EE Certification Centre Root CA" certificate is
automatically trusted. It can also be done using centralised policies by following the
instructions described in previous sections on adding intermediate and root certificates or
individually importing them.

11



Web certificate installation

In order to install the certificate obtained from SK, launch the IIS management console, select
the server and click on "Complete Certificate Request":

octoX

Internet Information Services (I1S) Manager

:

T
g
® 0 EREEE

€
5
(]

File View Help
Connections
€- - &
H\i Start Page

4 --“__5| W52012R2 (KAHEKSA\urmas.:

Rl =l configured for 551,
[ é}AppllcatlUnPUUIS

Ready

b (@ Sites Filter: -
MName -
< m
< m 5| | =] Features View |\ Content View

gg' Server Certificates

Use this feature to request and manage certificates that the Web server can use with websites

Go - \g Show All | Group by: Mo Grouping =

lssued To lssued By
W52012R2.Kaheksa.xl Kaheksa Xl 2012

Actions
Import...

Create Certificate Request...
Complete Certificat_e‘__egie_s_i‘:...

Create Domain Certificate...

Create Self-Signed Certificate...

Enable Automatic Rebind of
Renewed Certificate

i@l Help

Then select the received certificate and set a friendly name (SK SSL

certificate in the

example), making it easier to select it afterwards. Leave Personal as the default store:

Complete Certificate Request [ = [

U Specify Certificate Authority Response

Friendly name:

After you click OK, you'll see the certificate in the list of certificates:

12
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€3, WS2012R2 »

Help

% Server Certificates

Import...

?i Start Page Use this feature to request and manage certificates that the Web server can use with websites Create Certificate Request...
485 WS52012R2 (KAHEKSA\urmas.

[ configured for 55L.

J‘R Application Pools

lel Sites Filter: ~ W Go ~ %Showﬁ\ll | Group by: Mo Grouping Create Domain Certificate...

Mame Issued To Issued By Create Self-Signed Certificate...
WS52012R2 Kaheksa.xl Kaheksa X1 2012

SK SSL sertifikaat W52012R2 Kaheksa.xl TEST of KLAS53-5K 2010

Export...

Complete Certificate Request...

View...

Renew...
X Remove

Enable Automatic Rebind of
Renewed Certificate

0 Help

< m

[ rectures View . Content View

Figure 19 - the certificate with friendly name SK SSL certificate is now bound to the server

By opening this certificate from IIS window (by clicking View) you'll see that the service has the
certificate private key:

L Certificate X

1
E*, Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identty of 3 remote computer

= Refer to the certification authority s statement for details.

Issued to: WS2012R2 Kaheksa.xl

TIssued by: TEST of KLASS3-5K 2010

Valid from 12,

015 ko 12.11,2018

private key that corresponds to this certficate.

Issuer Statement.

Lo ]

Figure 20 - certificate private key exists

Permitting SSL

The next step is to permit SSL on the desired website, communicating with it over the HTTPS
protocol. First, select the desired website and then click on Bindings:
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& » WS2012R2 » Sites » Default Web Site »

octoX

File  View Help

Q-2 I8 0 Default Web Site Home

'€ Start Page —

- % Go - (g Show All | Group by: Area

.85 W52012R2 (KAHEKSA\urmas.
L5} Application Paals
4.[8] Sites

|+ ¥ Default Web Site

B 9 o B3

Authentic.. Compression  Default Directory
Document  Browsing
= "

Ea

HTTP Logging  MIME Types  Modules

Respon...

SSL Settings

Management

Configurat...

Editor

Error Pages Handler
Mappings

F =
Output Request
Caching Filtering

T Fetues View ] 2 Coment View

<| [ E
Ready

Bl Explore
Edit Permissions...

ding
Basic Settings...

View Applications
View Virtual Directories

Manage Website
2 Restart
P Start
B Stop

®

Browse Website
[ Browse 20 (http)

Advanced Settings...

Configure

Limits...

ﬂ Help

S

Figure 21 - Bindings selection

In the new window, click on Add, then select new type https, specific IP addresses and port are
optional and the SSL certificate to be used (which is easy to recognise from the selection by

the friendly name we have set):

Type  Host Name Port  IP Address
http 80 *

Binding Informa...

Edit...

Remove

Browse

Spe: 1P address: Port:
[ptps | | [l Unassigned V]

e

H
[ Require Server Name Indication

L certificate:

o

Type  Host Name Port  IP Address Binding Informa...
http 20 M
https a3+

—_—

move

rowse

H IHE%

Figure 22 - Permitting https

Now, the website can be communicated with using the name https://ws2012r2.kaheksa.xi®

8 Obviously, we assume the relevant entry exists in the domain name service.

14


https://ws2012r2.kaheksa.xi/

octoX

RESULTS

The proper functioning of the certificate of an open website can be seen from the padlock sign.
Clicking on it will give us more information:

Y]

e & https//ws2012r2 kahek.. O ~ @ & | @ IS Windows Server

R Sert X

Uldist  (kskasiad Sertimistes

L= a Serditeave

~ ~ See sert on mbeldud jargmiseks otstarbeks:
. « Tagab kaugarvut identiteedi

* Uksikasjad leiate sertimiskeskuse avaldusest.

Vilja antud: WS52012R2.Kaheksa. xl

Viljaandja: TEST of KLASS3-5K 2010

Kehtib alates 12.11.2015 kuni 12.11.2018

OK

POTENTIAL ISSUES

If we cannot see the above image and warnings are displayed when communicating with the
website, it may be due to:

1) Wrong name - the website name must correspond to the name defined in the certificate
2) In some missing certificate to the extent of the whole chain - root and intermediate
certificates must be properly published

ADDITIONAL OPTIONS
SSL requirement

In addition to the option to communicate with a website over HTTPS protocol, we can also
establish this requirement by the IIS server. To do that, select the relevant website and click
on "SSL Settings":
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] Internet Information Services (IIS) Manager =189 x
@) ‘@ » WS2012R2 » Sites » Default Web Ste » |=B @ -
File View Help
Connections . Actions
@ Default Web Site Home
- |8 B Explore
© Start Page — Edit Permissions...
. Filter: - G = Show All | G by: - -
482 WS2012R2 (KAHEKSA\urmas | oo R il " o=
5 Edit Site
-.=:’ Application Pools 115 -
4-[&] Sites 2 '| 1 ) B
8| o g ; =0 ! &
b ) Default Web Site S 2 @ = =) [ Basic settings..
— Authentic... Compression  Default Directory  Error Pages Handler View Applications
Document  Browsing Mappings View Virtual Directories
= 5 [F [ =
St .sspn 3 o= -
= ﬁq| Jj’\ & i .l = Manage Website 3
HTTP Logging  MIME Types  Modules Output Request & Restart
Respon.. Caching Filtering [ 4
g B Stop
L Erowse Website
S5L Settings Browse ™80 (http)
Browse *1443 (https)
Management . Advanced Settings...
D Configure
Configurat.. Limits...
Editor @ Help
. 5| [ Features view i Content View
Ready LE|

Then we can switch on the SSL requirement and the website can no longer be communicated

with over HTTP:

LE] Internet Information Services (IIS) Manager [=| =
© ) [@» w2 » sites » DefeultWebste » @ -t @-

File View Help
Connections

AT @ ssLsettings

€5 Start Page

-85 WS2012R2 (KAHEKSA\urmas.1
12} Application Pools
4[] Sites

This page lets you madify the SSL settings for the content of a website or application.

Require SSL @ Hep

Client certificates:

Actions
S/ Apply
5 Cancel

1 €9 Default Web Site

O Require

Now the site is only available over HTTPS!

Automatic redirecting

IIS makes it easy to redirect automatically from an HTTP site to HTTPS site. This article by
Microsoft contains more details
us/library/cc732969(WS.10).aspx

AUTHENTICATION USING ID-CARD

In addition to the one-way SSL authentication,
authentication:

http://technet.microsoft.com/en-

we can also switch on mutual SSL
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octoX

Internet Information Services (lIS) Manager

=|

@ ‘@ » WS2012R2 » Sites b Default Web Site »
File View Help

MY @ ssLsettings
& Start Page

T D Wer0nohs (KAHEKSAY This page lets you modify the SSL settings for the content of a website or application.
4 j urmas.y )

[} Application Pools Require 5L
4@ Sites

Client certificates:
I €9 Default Web Site

O Ignore

In that case, certificate authentication by the web server will also be required. For example,
the authentication certificate on the ID-card can be used for this purpose. In order for ID-card
authentication to function on web server, we must add the ID-card certificate chain to the web
server:

1) Open certificate console on IIS server and browse to the Intermediate Certification
Authorities certificates. Add certificate "ESTEID-SK 2011" using the Import command:
2) If clients also use certificates issued from "Juur-SK" / "ESTEID-SK 2007" level:
a. "ESTEID-SK 2007" must also be added to intermediate certificates;
b. "Juur-SK" to trusted root certificates.

The listed certificates are available from:

1) Root certificate "Juur-SK" : https://sk.ee/upload/files/Juur-SK.der.crt

2) Intermediate certificate "ESTEID-SK 2011" - https://sk.ee/upload/files/ESTEID-
SK_2011.der.crt

3) Intermediate certificate "ESTEID-SK 2007" - https://sk.ee/upload/files/ESTEID-
SK_2007.der.crt °

4) Intermediate certificate "ESTEID-SK 2015" - https://sk.ee/upload/files/ESTEID-

SK_2015.der.crt

Other options for using secure web solutions

If the Estonian ID-card certificate is bound to user in AD (for example if ID-login is used'?), this
may also be used for authentication on the website!'. However, these cases depend on the
exact configuration and needs and it is difficult to provide general guidelines.

% Valid until 26 August 2016.
10 Also see http://www.sk.ee/upload/files/ID-login_juhend.pdf
" Web server additional properties installation is required.
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