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2 The aim of this document

The purpose of this document is to describe the procedure of installing the institution’s
certificates to eToken Pro encryption token and other actions in relation to this procedure.
The procedure involves initialization of the encryption token, changing PIN codes, generation
of keys and certificates as well as uploading the certificate on a smartcard. The manual is
prepared for SafeNet eToken Pro encryption token, but should also be applicable to all
SafeNet eToken tokens with SafeNet Authentication Client 8.1 software (e.g. eToken Pro

Anywhere, eToken NGFlash)

3 Description of actions

3.1 Software installation

Install SafeNet Authentication Client software necessary for use of Token.

Download software here: https://installer.id.ee/media/etoken/

The ZIP archive contains the following files:

File name

Description

SafeNetAuthenticationClient-eToken-x32-8.1-
SP1.msi

Software installation package for 32-bit
Windows operating systems

SafeNetAuthenticationClient-e Token-x64-8.1-
SP1.msi

Software installation package for 64-bit
Windows operating systems

SAC_8.1_SP1_User_Guide_Rev_A pdf

SafeNet
manual

Authentication Client user

SafeNetAuthenticationClient_8_1_SP1Windows

key.txt

Software license key. Attention! Only the
users who purchase an authorization
token from SK have the right to use the
key.

Operating systems supported by SafeNet Authentication Client 8.1:

Windows XP SP2, SP3 (32-bit, 64-bit)

e Windows Server 2003 SP2 (32-bit, 64-bit)
¢ Windows Server 2003 R2 (32-bit, 64-bit)

e Windows Vista SP2 (32-bit, 64-bit)
e Windows 7 SP1 (32-bit, 64-bit)

e Windows Server 2008 SP2 (32-bit, 64-bit)

e Windows Server 2008 SP1 R2 (64-bit)
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Where the computer already has eToken PKI Client 5.1 distributed by SK, there is no need
to uninstall it separately.

After installation “SafeNet Authentication Client Tools” will appear in Start menu under “All
Programs->SafeNet->SafeNet Authentication Client‘. You may also launch the program from
the Taskbar (Safenet Authentication Client icon).

After installation of the program it is necessary to import the license file using SafeNet
Authentication Client Tools. It is done through “About” menu.

3.2 Initialization of a token

WARNING! After initialization of a token any certificates and keys it
contains will be deleted. This action is to be performed only where no
certificates have yet been installed to the token, or where all issued
certificates are out of date. If you wish to apply several certificates to
a single token so that earlier certificates are not deleted, you
SHOULD NOT PERFORM INITIALIZATION and should skip to Section
3.3 of this manual (Generation of the certificate application).

In order to initialize the token launch eToken PKI Client by clicking Safenet Authentication

Client ('hs*ﬁ') icon on the Taskbar or by selecting All Programs->SafeNet-> SafeNet
Authentication Client -> SafeNet Authentication Client Tools from the Start menu.

- —
(S) SafeNet Authentication Client Tools

SafeNet Authentication Client

v F Rename Token

Change Taken Password

Urilack Token

(%) Dielete Token Content

‘Wigw Token Information

Disconnect Safehat eToken Yirtual

www.safenet-inc.com
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In the opened view select the Token with the right mouse button and choose “Initialize” from

the context menu.

- SafeMeat Authentication Client Tool

OB [® = =
Token name eToken FRIC Java
=t~ SafalMat AUERsREcaton Clant loolks Talcn catcgqary Hardware B
] .!; Tokens Rictler 1A aksindln
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i_ard type Java ard
O wversion aTokean Java Applet 1,1.25
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Color Eluc
Anpnocked key size P40
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Token Massword retrics remaining 15
Mazinmun Toikent Passionen] el ries 15 | i
S e s e T AT

www.safenet-inc.com

First provide the Token name (name of the institution, division etc.) so that you can easily
recognize it later.

It is important if several Tokens are used in the same system. Then create the Token
Password.

It is also recommended to set the Admin password (it is used to unlock the Token
Password). 5 logon retries are allowed.

If you choose not to indicate the Administrator password, keep in mind that in case
your Token password gets locked, you will have to initialize the Token and order new
certificates!
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SafeNet Authentication Client

Taken Mame: ;ETI:Ik.EI'Il

[¥] Create Token Password:

Mew Token Password: ssscsnanEs
Confirm: [Fisnsenisn
Logon retries before token is locked: 15 f£_:
[7] et administrator Password:

Mews Administrator Password:

Confirm: |

Logon retries before token is locked: i

Mote: Many tokens can be unlocked only if they have an Administrator
Password,

[] Token Password must be changed on first logon

Current Language: ET

Advanced [ Skark

Now launch Token initialization by clicking “Start” (see the previous screenshot).

The following warning will be displayed:

i = — _
) Token Initialization Notfication =

I.-"_"'I The token initialization process will delete all token content, and reset all token
! pararneters, Click "OK' to continue,

Attention! Agree with the warning and launch the initialization process only if the token does
not have any keys/certificates on it that you want to use. After clicking OK you will see an
overview of the initialization process:
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-

Initializing...

and will be informed about successful completion of initialization:

g r = B
(S) Token Initialization =)

3.3 Generation of the certificate application

Use the following website to generate a certificate application
https://www.sk.ee/util/csr_genereerimine/ (Attention! This page can be accessed with
Windows and the Internet Explorer).

Attention! Before generating a key users of Windows Vista and Windows 7 should add
the above page to the list of Trusted Sites in the Internet Explorer and set the security
level for trusted sites to Low.

To change settings select "Internet Options” from “Tools” menu in the Internet Explorer. In
the window that opens slick on “Security” tab and select “Trusted Sites”.
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r'mtea:; Options

General |SE'I'-|”'I‘.-’| Privacy | Content | Connections | Programs | .ﬁ.dvancedl

Select a zone ko view ar change security sethings.,

@ & v O

Internet Local intranet  Trusted sites Restricted
sites

Trusted sites

2 g" This zone contains websites that you
"i"'( krusk mok to damage your compuker or
wour Files,

Security level for this zone
Allowed levels Far this zaone: Al

Lows

- Minimal safeguards and warning prompts are provided
- Mast cantent is downloaded and run withaut prampks
- all active content can run

@ - Appropriake For sites that wou absolukeh brust

[T Enable Protected Mode (requires restarting Inkernet Explorer)

[gust-:um lewvel. .. H Default level ]

[ Reset all zones ko default level ]

[ (84 ][ Zancel H Apply ]

Add https://www.sk.ee to the list of trusted websites
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A" You can add and remove websites from this zone. All websites in
*y this zone will use the zone's security settings.,

add this website to the zone:

btk uhfimanan, sk e e l_&u:h:l

Wiy ebsites:

Remove

[¥] Require server verification (https:) For all sites in this zone

Close

—

A

Click “Add” and close the window.
Finally, close the IE settings by clicking OK.

Go to website https://www.sk.ee/util/csr_genereerimine/

In the provided form you should indicate attributes of the certificate. Select “Signeerimisvoti”
(“Signature key”) or “Tuvastusvéti” (“Recognition key”) (both choices apply if you generate an
application for digital stamping or encrypting). As a smartcard selection for a device issued
by SK select “eToken Base Cryptographic provider”.

OU field is filled in by a representative of SK upon generation of the certificate!

After that click on “Genereeri CSR* (“Generate CSR”).

CSE genereerimine

Sertifikaadi nimi (CN) SK KT Test
Organisatsiooni alliksuse nimi (OU)

Organisatsiooni nimi (0) AS Sertifitseerimiskeskus
Organisatsiooni registrikood (SIN) 10747013
Asukoht (L) Tallinn
Riik/Maakond (ST) Harjumaa
E-post support@sk ee
Kiipkaardi valik: eToken Base Cryptographic Provider -
Viotme asukoht Signeermis-ja tuvastusviti = Vatme pilkdaus: 2048 -

Genereen CSR J
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After you click on “Genereeri CSR" (“Generate CSR”), attributes of the certificate are
displayed.

i" ey
T

f Email=infoi@sk.ee,2.5.4.5=10747013, cn=2% Sertifitseerimiskeskus
__I_E. test,0=4A% Sertifitseerimiskeskus,|I=Tallinn,s=Harjurmaa,c=EE

L OK

_____________ —]

Click OK to dismiss this notification and input Token PIN code:

-
= Token Logon ﬂ

e

(2

g}fe SafeNet Authentication Client

Erterthe Token Passwaord.

Token Name: KT Test

Token Passward: bl

Cument Language: ET

After generation of the key the content of the certificate application (CSR) will appear in the
same HTML window. We recommend copying the content of the window, for instance, into a
text file and naming it appropriately (either Signature or Recognition key). The file(s) should
be added to the order that can be submitted on SK website under the orange button “Telli”
(“Order”) http://sk.ee/teenused/digitempli-teenus/
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3.4 Installation of a certificate to the Token
Having submitted an order you will receive your certificate(s) from the customer support.

In order to install a certificate to the Token you must first save the file to your computer and if
the file’s extension is .crt, open the certificate by double-clicking on it.

In the certificate information window select “Install Certificate"

cemﬁcate _‘ ﬁ

General | Details | Certification Path |

:. Lﬂ Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to:  SK KT Test

Issued by: TEST of KLASS3-5K 2010

vald from 26, 11 2012 te 26, 12, 2015

]
Install Certificate...| | Issuer Statement

In the Certificate Import Wizard select “Next".
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- - =
Certificate Import Wizard — [

Welcome to the Certificate Import
Wizard

This wizard helps yvou copy certificates, certificate trust
. }____ lists, and certificate revocation lists from your disk to a
l__;:_:iv__ﬁ certificate store, M
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

£

Ak [ Mext = ] | Cancel l

— ; 5

Then you are asked to specify the certificate store. Choose to automatically select the
certificate store.

-

Certificate Import Wizard — e S|

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

@ Automatically select the certificate store based on the type of certificate

71 Place all certificates in the following store

£

Q

L
T

Learn more about certificate stores

< Back |L Mext = ] | Cancel |
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Click “Next“ and confirm certificate import once again.

You will be asked your PIN code:

-

S Token Logon

E..;_;E}fc SafeNet Authentication Client

Enterthe Token Password.

Token Mame: KT Test

Token Passward: BASES

Cument Language: ET

Now you must see the natification saying that the import was successful:

Certificate Import Wizard ot

[0! The import was successful.

Close the wizard by clicking “Finish”.
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- — — -
Certificate Import Wizard — e S|

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Do e e T e el Automiatically determined by t
Content Certificate
< | T ] 3
<Back || Fnsh | [ cancel |
| S - 5

Your authorization token is ready!

If you wish to load several certificates on a single token, please repeat steps 3.3 (Generation
of the certificate application) and 3.4 (Installation of the certificate to a Token) for each
required certificate.

If you have any questions, please turn to support@sk.ee
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